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HTTP Client

(Browser)

Client-side
Programs

o3l o b oLl

HTTP
(over TCP_[lp]

Request MessageJ\"x_

Response Message

" TCP/IP Network

Application HTTP
Presentation Sl
Session
Transport TCP
MNetwork IP
Data Link IEEE 802.11x
PEI

HTTP Server
(hostname:port)

! [Tl U
=N
L 1
——
HTML pages, ]
Fﬂrm.'i, AppIEtS =
p

Server-side :
Programs

Database J

|
Applications

Multiplexing (Port), Re-transmission
Addressing (IP Address), Routing



i |
Cliemt Server
Client Request g
TIME
___________________ @ET /index.html HTTE/1.0
é User-Agent: Mozilla/l.1¥ (Macintosh; I; EBE]
ACCepE: */¢
Accept: image/gif S —

Accept: image/x-xbitmap
Aeceph: image/jpeg

Server Response

HTTE/1.0 200 QK —
Date: Sat, 20-HMay-9%5 D3:25:12 GHMT

Server: NOSASL.)

MIME-version: 1.0

Content-type: text/html

Lagt-modified: Wed, 14-Mar-95 1B:15:23 GMT

Content-length: 102%

[bady of document here]




HTTP slapls l5>

il ol oSS idu a1 (Frwl 4z g Canlem 0 ax) ol o B
Request/Response line ly> Ls L culys 0 L =
Headers » o1, =



HTTP cadlys o LG

POST , GET i sl HTTP Method =

Mw)d‘ [ |

HTTP )% m

sl as,le Law.;.ﬂﬂ o2 Ry e &S 0, aslsl wlp)oc\gc)\s:sassgfb,f Lgl.mx;.{l),.., [ ]

GET /doc/test.html HTTP/1.1
Host: www.testl@l.com
Accept: image/gif, image/jpeg, */*
Accept-Language: en-us
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0
Content-Length: 35

> Request Line
.\

Request
} Message

> Request Headers
Header

4 4

bookId=12345&author=Tan+Ah+Teck

> A blank line separates header & body
} Request Message Body

Cooki =
Host =
User-Agent =

Referrer m



HTTP sl G

HTTP/1.1 200 OK ——> Status Line A
Date: Sun, 08 Feb xxxx 01:11:12 GMT 3
Server: Apache/1.3.29 (Win32) Response
Last-Modified: Sat, @7 Feb xxxx Message
ETag: "0-23-4824c3a5" >, Response Headers >' Header
Accept-Ranges: bytes
Content-Length: 35
Connection: close
Content-Type: text/html J J

> Ablank line separates header & body
<h1>My Home page</hl> } Response Message Body




HTTP &l LB

HTTP/1.1 200 OK ——> Status Line A
Date: Sun, 08 Feb xxxx 01:11:12 GMT 3
Server: Apache/1.3.29 (Win32) Response
Last-Modified: Sat, @7 Feb xxxx Message
ETag: "0-23-4824c3a5" >, Response Headers >' Header
Accept-Ranges: bytes
Content-Length: 35
Connection: close
Content-Type: text/html J J

> Ablank line separates header & body
<h1>My Home page</hl> } Response Message Body
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HTTP &l LB

HTTP/1.1 200 OK ——> Status Line A
Date: Sun, 08 Feb xxxx 01:11:12 GMT 3
Server: Apache/1.3.29 (Win32) Response
Last-Modified: Sat, @7 Feb xxxx Message
ETag: "0-23-4824c3a5" >, Response Headers >' Header
Accept-Ranges: bytes
Content-Length: 35
Connection: close
Content-Type: text/html J J

> Ablank line separates header & body
<h1>My Home page</hl> } Response Message Body
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HTTP Headers

GET /searchclient=firefox-b-ab&biw=12528&bih=602&tbm=isch&sa=180q=http+request+header+ &og=http+request+h...
Host: www.google.com

User-Agent: Mozilla/3.0 (Windows NT 6.3; WOWeEd; ne47.0) Gecko,/20100107 Firefox/47.0

Accept: text/html, application/xhtml+xml application/xml;q=0.9,*/*:q=0.2

Accept-Language: en-U5,en;q=0.5

Accept-Encoding: gzip, deflate, br

Referer: https://www.google.com

Cookie: NID=86=d3-Fy[WUUPE2suMLES-Tr2WpvcLP_rW-00G1smuShZfe9TWDcW-ehrHn)3s7TdoHIBo0axCZGznR_pAl3z...

Connection: keep-alive

HTTP Headers
HTTPS 2.0 200 CHEC
pI3p: policyref="https:/fwwrw.googleadservices.comy/pagead/p3p.xml”, CP="MNCI DEV PSA PSD VA IVD OTP OUR OTR IND...
Content-Type: image/gif
Date: Tue, 20 Sep 2016 06:24:02 GMT
Pragma: no-cache
Expires: Fri, 01 Jan 1990 00:00:00 GMT
Cache-Control: no-cache, no-store, must-revalidate
¥-content-type-options: nosniff
Server: cafe
Content-Length: 42
H-K55-Protection: 1; mode=hblock
Set-Cookie: AlD=~AIHaeXlylADOTEyKwop395mlnxe3yDtcPDTrSCfBEnvi2 Ry U gLMfL; expires=Mon, 25-Dec-20177 00:00:00 G...
Alt-5Svo guic=":443"; ma=2592000; v="36,35,34,33 32"
K-Firefox-Spdy: h2




ool Culgz 0 SO L)

nc.exe www.google.com 80 <req.txt> res.html| m

Loy b BL3 ) el curl 5l oslil m

http://curl.haxx.se/download.htm| =

Curl http://www.google.com =


http://www.google.com/
http://curl.haxx.se/download.html

g srael p cul o Lo sl

Sensitive
Customer data is
App is deployed stored here
here

ity

Firewall

Application Servers

=2

I
|
|
i L
Client Tier L - A i Databacas
(Browser) | Wab Sarvers Database
|
SsL . (Presentation) App Server
/ | (Business
! Logic)
Protects - — ’ }J S
Data Tier
Transport Protects Network Middle Tier
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||

- File Tools Help

| Tools Explorer

@ ‘Web Yulnerability Scanner
‘Web Scanner
=) Tools
(3 Site crawler
: )) Target finder
- [E3 HTTP editor
i ‘; HTTP sniffer
; @j HTTP fuzzer
i & Authentication tester
& Reporter
T Compare results
[=-{C5) Configuration
| Settings
|&] Scanning profiles
(=) General
42} Program updates
8 Version information
(&P Licensing
. @ Support Center
&) How to purchase

11| D Eﬁ‘ u ﬁ‘ ﬁ) | Start URL: Ihttp:ﬂtestphp.acunetix.com:Bl:lj'

‘ Scan results

- [l Alerts (341)
= @ Site Structure

Status

L] Profile:i default

v | & start

2" Scan Thread 1 ( http://testphp.acunetix.com:BOI

Iz Vulnerability information

2@/ OK (200)
B 5 oS Threat level
i [ _mmServerScripts ( M ocunshxhreat level Acunetix threat level 3
(£ admin OK {200) S One or more high-severity =
B @ AIAX OK (200) = Level 3: High type vulnerabilities have
% (@ Flash ok (200) G | *cr ilecoierad by e
=i scanner. Amalicious user
- (@ images OK (200) can exploit these
3 @9 login OK (200) vulnerabilities and
- @ secured OK {200) compromise the hackend
w- [ artists.php OK (200) database andior deface your
# (@ cart.php OK (200) o website. -
(& categories.php OK (200) Alerts found
3 disclaimer.php ok (200) Total alerts found 341
o feveni S © High 252
P 3 guestbook.php OK {200) © Wedi 5 l
[@ index.bak OK (200) ol
[© index.BaK 0K (200) © Low 2s Il
- 3 index.php OK (200) o Informational 55 -
P 3 listproducts.php OK {200) E’J /
O O T ) P gy AV Eanny N 5 i
(£] I | @) € Scan information m
| Activity window al
8 modules loaded. E‘J
Crawler tool initialized
Started scanning
Determining necesary updates.
Mo updates needed. =)
Finished scanning. —
v

~ Application Log I Error Log Search Results

Ready

I

Buffer overflow m
Format String m
Directory Traversal m
Memory leak =

DOS =

:g.é..i’SLgb.gI

Whisker, N-stealth GFI Language, Nessus, .... =
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oy v ol e s 0 s pdy ]

OWASP =
Open Web Application Security Project =
DS )5 (60,15 158l 8 5 ool 039> 0 a5 alRiils 5 Slidor Gluwge o &S5 10 (gl dcgane W
Guide line y olozs =
Sl m
el sla )l W

https://www.owasp.org =



(OWASP TOP 10 Ll 1) b (6 iy o]

A2: Broken
Authentication
and Session
Management

Al: Injection

AS5: Security AG6: Sensitive Data

Misconfiguration Exposure

A9: Using
Components with
Known
Vulnerabilities

A3: Cross-Site
Scripting (XSS)

A7: Missing
Function Level
Access Controls

Al10: Unvalidated
Redirects and
Forwards

A4: Insecure
Direct Object
References

A8: Cross Site
Request Forgery
(CSRF)



Al. Injection

Injection means...

 Tricking an application into including unintended commands in the data
sent to an interpreter

Interpreters...

» Take strings and interpret them as commands
» SQL, OS Shell, LDAP, XPath, Hibernate, etc...

SQL injection is still quite common

« Many applications still susceptible (really don’t know why)
» Even though it’s usually very simple to avoid

Typical Impact

» Usually severe. Entire database can usually be read or modified

« May also allow full database schema, or account access, or even OS
level access




Application Layer

Network Layer

request

NIz

Firewall

SQL Injection

44

HTTP
response

@

Custom Code

1
N

App Server ‘

Web Server ’

Hardened OS ‘

Firewall

%
g

)
a .1 J

DB Table
)
@

Account: | OR1=1--
SKU:

A

1. Application presents a form to
the attacker

2. Attacker sends an attack in
the form data

3. Application forwards attack to
the database in a SQL query

4. Database runs query
containing attack and sends
encrypted results back to
application

5. Application decrypts data as
normal and sends results to the
user
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SQL Injection

S Sl W

d.oL:J.: S H
$user=$ POST[‘user’]; m

$pass=$ POST[‘pass’]; m

(24 ) (22 1”9,

$query="selsct * from isers where username="".$user.” AND password=".$pass.””; m

$result=mysql_query($query); m



SQL Injection

user ols o )5 554,9

Admin’;-- m

‘OR1="1m

oo aislo SQL jgiws ®

Select * from user where username="‘admin’;-- and password="; m

Select * from user where username="'‘OR ‘1'="1" and password="; m
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SQL Injection

fo9 50 bl 6 pdy col 2 @

28 S 5l (6895 00l 7S pos B

o s gyla> M

(SQL DBMS) Gus ENngine ;s j5ws > 1

Odily> W

s B

ol s 4 (o s W

€0 180 )18 oolaiwl sgmw 0,50 4555 W

02 les Croms I i Caeyd L SQL @l jgins s9l> 69559 Jo)I L W
DBMS ¢4 olol 5 cglice m

Access, Mysql, SQL server, Oracel =
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SQL Injection

T aseis 1) (6l cuwl 3525 435S B

e ol 2 655 el g 2 Sl ST L) @
8L, sleError m

Sl >t ®

(remote ping) ,sws oo 1l sasas ylas ol il sl W



SQL Injection

oiS SS9l b poym 0 5l sl el 432 @
$99,9 olo i Locl B

White-list m

Black-list m

Variable binding =

s Stored Procedure ;l oslasl m

2S5 sl ioled poc W



i aalllas (gl wilie

m SQL Injection Attacks and Defense

m Justin clarke

m SYNGRESS

m OWASP Cheatsheet

m Search for oracle sqgl injection cheatsheet
m...

m Guide lines from microsoft, oracle, ...



AltoroMutual

testfire.net/bank/login.aspx .

Sign In | Contact Us | Feedback | Search|

@ ONLINE BANKING LOGIN

PERSONAL

SMALL BUSINESS

INSIDE ALTORO MUTUAL

BERSONAL

# Deposit Product

# Chacking

# Loan Products

# Cards

® Investments & Insurance
# Other Services

SMALL BUSINESS

# Deposit Products
* Lending Services
* Cards

# Insurance

# Retirement

# Other Services

INSIDE ALTORO MUTUAL

® About Us

* Contact Us

® Locations

# Investor Relations
® Press Room

® Careers

Online Banking Login

Username: ‘admiﬂ

Password: ‘

Privacy Policy | Security Statement |

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products in detacting web application vulnerabilities and website defects. This site is not a real banking site.
Similarities, if any, to third party products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind, either express or implied. Watchfire does not assume any risk in relation to your use of this

2 2016 Altoro Mutual, Inc.

website. For additional Terms of Use, please go to http://ww.vatchfire.com/statemen

Copyright © 2016, Watchfire Corporation, All rights reserved.

terms.aspx.



A2 — Cross-Site Scripting (XSS)

sl OcCcCUrS any time...

 Raw data from attacker is sent to an innocent user’s browser

W

 Stored in database
» Reflected from web input (form field, hidden field, URL, etc...)
« Sent directly into rich JavaScript client

el Virtually every web application has this problem

 Try this in your browser — javascript:alert(document.cookie)

mmmal 1Ypical Impact

« Steal user’s session, steal sensitive data, rewrite web page, redirect user
to phishing or malware site

» Most Severe: Install XSS proxy which allows attacker to observe and direct
all user’s behavior on vulnerable site and force user to other sites




Cross-Site Scripting

@ Attacker sets the trap

it view Favori ols  Help ar

Application with
stored XSS

Attacker enters a vulnerability
malicious script into a
web page that stores

= the data on the server

How to Exploit Hidden Fields
ookles ow Jav Lesson ve

s

(e

@ Victim views page — sees attacker profile

Elle Edit  Vies Help
Address [ http: ? v| B co
Logout @ ~

[
5

avor

Custom Code

How to Exploit Hidden Fields
ookles ow Jav Lesson ve

nnnnnnnnnnnnnnnnnnn

Script runs inside
victim’s browser with

full access to the DOM
and cookies -

@ Script silently sends attacker Victim’s session cookie
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Cross-Site Scripting

Session Hijacking =

@ Session ID = ACF3D35F216AAEFC $

Victim 1 Web Server document.cookie sy =
Sniffing a legitim

session .
T keby,y plo W

@ Sniffing m

Attacker

@ Session ID = ACF3D35F216AAEFC
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Cross-Site Scripting

$ogime slml (5 pdy ] > W
(t..sl*‘" Jdo) ©g Silxbs jo 00l 03l uA,.,L‘,,, sl psie J S poc M

9,9 JS poc H

fo,ls 5yla> M
Session hijacking =
(mail forwarder) ,,I5 &b ;5 cxel Sledbl Jlo,) ®

Malware cw... & Redirect m



Cross-Site Scripting

Coudd audeid digS> W

o Sl 057 (589,9 W
<script>alert</script> =
o5 oo L2l S y900 59y poS LI M

(3,00 3929 OWASP colis 10) 048 cas Canl oo b > ¢l W
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Cross-Site Scripting

o 05l ) Gl coml 452 @

Sialed s )3 0ol w8,y S Lawgs a5 Lo ools L W
$93,5 035 iLs

Olangs dalip gl o yiws o e luls |

(C/C++ Jol> PHP .NET l,;) OWASP ESPI slls m
(s> o .NET (l,) OWASP AntiSamy =

(4SP L ls> ') Jsoup m

(PHP &!,») HTMLPurifier m

HTTP Only Cookies =
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alisxs LgLQ u..ou 4 ESPI )‘ sola ol 09>

[ |
1€ Biank Page - Windows Intemet Explorer H&ﬁ"
(I [@ avoutdlank [ Googie #1: (& <,>,") > &entity; (',/) > &#xHH,;

[~ M - @ - |y Page v ()} Tool ESAPI: encodeForHTML()

#2: All non-alphanumeric < 256 > &#xHH
ESAPI: encodeForHTMLALttribute()
#3: All non-alphanumeric < 256 - \xHH
ESAPI: encodeForJavaScript()

#4: All non-alphanumeric < 256 > \HH
ESAPI: encodeForCSS()

#5: All non-alphanumeric < 256 > %HH
ESAPI: encodeForURL()

w R Iﬂmmpage

_|L @ Intemet | Protected Mode: On ®100% ~
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Cross-Site Scripting

http://www.owasp.org/index.php/cross-site scripting =

Owasp cheat sheet =

http://ha.ckers.org/xss.html =


http://www.owasp.org/index.php/cross-site_scripting

A3 — Broken Authentication and Session Management

sl HTTP is a “stateless” protocol

» Means credentials have to go with every request
» Should use SSL for everything requiring authentication

mml SESSION Management flaws

« SESSION ID used to track state since HTTP doesn’t
e and it is just as good as credentials to an attacker
« SESSION ID is typically exposed on the network, in browser, in logs, ...

e Beware the side-doors

« Change my password, remember my password, forgot my password,
secret question, logout, email address, etc...

sl | Ypical Impact

» User accounts compromised or user sessions hijacked
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Broken Authentication

(% How to Hijack a Session - Windows Iternet Explorer
G o

@ User sends credentials

www.boi.com?JSESSIONID=9FA1DB9EA...

A

()
=)
[}
=
o
=
N

Administration
Transactions

Co

|

Hacker uses JSESSIONID
and takes over victim’s
account

Site uses URL rewriting @ Custom Code

’_ﬁ

@ User clicks on alink to
http://www.hacker.com in a forum

Hacker checks referer logs on
www.hacker.com

INAS user's



http://www.hacker.com/
http://www.hacker.com/

39k (1905 =
A3 — Avoiding Broken Authentication and Session
Management

- Verify your architecture
- Authentication should be simple, centralized, and standardized
- Use the standard session id provided by your container
- Be sure SSL protects both credentials and session id at all times

- Verify the implementation
- Forget automated analysis approaches
- Check your SSL certificate
- Examine all the authentication-related functions
- Verify that logoff actually destroys the session
- Use OWASP’s WebScarab to test the implementation



A4 — Insecure Direct Object References

How do you protect access to your data?

* This is part of enforcing proper “Authorization”, along with
A7 — Failure to Restrict URL Access

A common mistake ...

* Only listing the ‘authorized’ objects for the current user, or
 Hiding the object references in hidden fields

« ... and then not enforcing these restrictions on the server side

» This is called presentation layer access control, and doesn’t work
 Attacker simply tampers with parameter value

Typical Impact

» Users are able to access unauthorized files or data




Insecure Direct Object References lllustrated

<) Bank of America | Online Banking | Account Summary | Checking - Microsoft Internet Explorer

File Edit View Favorites Tools Help

eBack - 0 - [ A 8 DOsearch S'eFavorites £ v L L@

§ Add

https://www.onlinebank.com/user?acct= 5

Accounts Bill Pay & e-Bills

Account Summary

Bank @G Higher Standards S oo

Accounts Overview Account Activity Account Summary Find a Transaction Open an Account

MNew mail «+ New e-bills « Search + Locations + Mail + Help - Sign Off

Transfer Funds Investments Customer Service

Customer Service

Stop Check Payment
Reorder Checks

Monitor Your Credit Report
Add/Edit Account Nickname
View/Print Paper Statement

Stop/Resume Mailing Paper
Staternents (New)

Stop sending canceled checks

Update Your E-mail Address

Update Your Sireet Address and/or
Phone MNumber

Manage Alerts
More Services

Regular Checking - 6066

Account: |Regular Checking - 6066 Sl Go |

Current Information as of 08/25/2005
Account Number: Show Account Number

Available Balance: $38.480.81

Current Summary

Beginning balance as of 08/19/2005: $28,630.81

Last Printed Statement Date: 08/18/2005

Deposit Information
Last Deposit Date: 08/09/2005
Last Deposit Amount: $185.97

“@ @ Internet

. Attacker notices his
acct parameter is 6065

?acct=6065

- He modifies it to a
nearby number

?acct=6066

- Attacker views the
victim’s account
information



A4 — Avoiding Insecure Direct Object References

. Eliminate the direct object reference

- Replace them with a temporary mapping value (e.g. 1, 2, 3)

- ESAPI provides support for numeric & random mappings
- IntegerAccessReferenceMap & RandomAccessReferenceMap

- Validate the direct object reference
- Verify the parameter value is properly formatted

- Verify the user is allowed to access the target object
- Query constraints work great!

- Verify the requested mode of access is allowed to the target object
(e.g., read, write, delete)



A5 — Cross Site Request Forgery (CSRF)

Cross Site Request Forgery

« An attack where the victim’s browser is tricked into issuing a command to
a vulnerable web application

* Vulnerability is caused by browsers automatically including user

authentication data (session ID, IP address, Windows domain
credentials, ...) with each request

Imagine...

« What if a hacker could steer your mouse and get you to click on links in
your online banking application?

» What could they make you do?

Typical Impact

* Initiate transactions (transfer funds, logout user, close account)
» Access sensitive data
» Change account details




CSRF Vulnerability Pattern

- The Problem

- Web browsers automatically include most credentials with each
request

- Even for requests caused by a form, script, or image on another site

- All sites relying solely on automatic
credentials are vulnerable!
- (almost all sites are this way)

- Automatically Provided Credentials
- Session cookie
- Basic authentication header
- |P address
- Client side SSL certificates
- Windows domain authentication




Lges (592 )liww

Attacker sets the trap on some website on the internet

(or simply via an e-mail)

Search Help Center | Comtact Us | ATWV Banking Stores

View Your Accounts
G P st (R s Commarin
3.Sign On o
Aetout Sumenary ¥ I :

|
Mot et accem? Hidden <img> tag

Y ~contains attack

' against vulnerable
site

While logged into vulnerable site,
victim views attacker site

How to Exploit Hidden Fields

<img> tag loaded by
browser — sends GET
request (including

credentials) to
vulnerable site

Application with
CSRF vulnerability

Custom Code

Vulnerable site sees
legitimate request
from victim and
performs the action
requested
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A5 — Avoiding CSRF Flaws

- Add a secret, not automatically submitted, token to ALL sensitive requests
- This makes it impossible for the attacker to spoof the request
+ (unless there’s an XSS hole in your application)
- Tokens should be cryptographically strong or random

- Options
- Store a single token in the session and add it to all forms and links
- Hidden Field: <input name="token" value="687965fdfaew87agrde"
type="hidden"/§
- Single use URL: /accounts/687965fdfaew87agrde
- Form Token: /accounts?auth=687965fdfaew87agrde ...
- Beware exposing the token in a referer header
- Hidden fields are recommended
- Can have a unigque token for each function
- Use a hash of function name, session id, and a secret
- Can require secondary authentication for sensitive functions (e.g., eTrade)

- Don't allow attackers to store attacks on your site
- Properly encode all input on the way out
- This renders all links/requests inert in most interpreters

See the new: www.owasp.org/index.php/CSRF Prevention Cheat Sheet for more details



http://www.owasp.org/index.php/CSRF_Prevention_Cheat_Sheet

A6 — Security Misconfiguration

Web applications rely on a secure foundation

« All through the network and platform
« Don’t forget the development environment

sl S YOUr source code a secret?

» Think of all the places your source code goes
 Security should not require secret source code

maml CM must extend to all parts of the application

« All credentials should change in production

mamnl TYpPical Impact

* Install backdoor through missing network or server patch
» XSS flaw exploits due to missing application framework patches

« Unauthorized access to default accounts, application functionality or data,
or unused but accessible functionality due to poor server configuration




L
Security Misconfiguration

gg
3

o
<

Custom Code

App Configuration

—

Framework Development

I
App Server |
QA Servers
Web Server ‘

Hardened OS ‘
v ) Test Servers

Insider

Source Control



A6 — Avoiding Security Misconfiguration

- Verify your system’s configuration management

- Secure configuration “hardening” guideline
- Automation is REALLY USEFUL here
- Must cover entire platform and application

- Keep up with patches for ALL components

- This includes software libraries, not just OS and Server applications
- Analyze security effects of changes

- Can you “dump” the application configuration
- Build reporting into your process
- If you can’t verify it, it isn’t secure

- Verify the implementation
- Scanning finds generic configuration and missing patch problems
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Web inspect =
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HP Weblnspect 4,

B HP WebInspect™

File Eck  View TJook Scan  AMP Hep
i L stert fResume [l Pause s Stip 9 Audk F 1) New v (5 Open = e SaveReport | @ Compllancs Manager [€) Policy Mansger []Report {3 Scheduls A& Semart Updste |

= —— —

7 Homedinatts
b x

AL (Query) 1dcService

- AL> (Query) 1dcService

LY (Query) IdcService
B2 (Query) 1dcservice
1> (Query) lécService
B2 (Query) 1dcService

ALY (Query) lccService

{Query) IdcService

‘AL (Query) TécService
LS (Query) lecService

B> (Query) IdcService

LS (Query) 1dcService

LD (Query) ldcService
ALY (Query) 1dcservice
{Query) 1écService
B> (Query) IdcService

-MFL> (Query) 1dcservice -

Pab cuerancial me-d43
»

B nternet_L Crawl 78 of 712
= BT Intemet 2 — 5
| B oops 1
= -El Mapaiieb h " Vulnerabilities
[ @ g0 Session Info ?ls. - s
O e BN Audit . “ 2
=-E0] derlo ¥ P3P Info
Artacks Serk: 1.504
B> (Query) IdcService
AL (Query) 1cService [5 aaax ) 3 o AW LW /S o 4
B> (Query) IdcService [ Cervficaes N?rlwmk ) . f’f‘“ﬂ - N#\ Medum Lo tnfo
AL (Query) dcservice L Comments F:::’ R:aussts.‘ 1.34: Active Audit Engines
N Bﬁ} {Query) IdcService B FalsePositiees Seriph Trehodes: > Path Truncation & RS
B> (Query) 1dcService <
-S> (Query) lccService ?CW Macro Requasts: a Request Modify 125 of 125
B (Query) ldcservice || =Emails A Probeat e Knogs -4 ) 3320332
B (Query) Jccsorviee | | [ Forms 404 ChackRedrects: 76 Directory Erumeration 950 66 350
1> (Query) ldcService B4 Hiddens oty qu””: o Fixed Y 95 of 100
A (Query) 1ccService B Scips m i z:;
‘L2 (Query) IccServic : .
B2 (Q‘J«Y;!dcservi\:: €@ Broken Links Bytes Received: 3.064.795
AL (Query) Idcservice 3 Offsite Links
LD (Query) lecService [&4l] Farameters

# S3L Policy Enforcement Issue
# Miceiloneous Product-Specfic Drectanies

Mn\‘um l[ﬁ Bast Practices [é ScanLog l!s«vum-\m]



