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های تحت وباهمیت امنیت برنامه

آزمون نفوذ

.میشودانجامکاربردیبرنامهلایهدرحملاتدرصد75

XSSوSQL injectionاستشدهگزارشهایپذیریآسیبدومواولهایردهدر.

Watchfire.هستندکاربردیهایبرنامهپایهبرحملاتبههاسایتدرصد90

Symantec.دارندقراروبکاربردیهایبرنامهدرهستنداکسپلویتقبلآسانیبهکههاییپذیریآسیبدرصد78

Gartner.کردخواهندتجربه2013سالتاراکاربردیهایبرنامهامنیتبامرتبطحوادثیها،ارگاندرصد80
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باشندبرنامه های وب هدف ارزشمندی برای نفوذگران می

آزمون نفوذ

(شوندمیشناختهGUIعنوانبهبیشتر)ندارندچندانیارزشخودخودیبهوبهایبرنامه

.شودمیردوبهایبرنامهازلاعاتطتمام

هستندمتصلومرتبطدادهپایگاهبهوبهایبرنامه

.استآنسایتوبووبخدماتسازمانیکسرویسترینشناختهومهمترین
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آشنایی با چند واژه

آزمون نفوذ 5



آشنایی با چند واژه

آزمون نفوذ 6



HTTPهای اجزای پیام

آزمون نفوذ

:استشدهتشکیلبخشسهاز(پاسخچهودرخواستچه)پیامهر

Request/Responseجوابخطیادرخواستخط line

Headersهاسرآیند

Bodyپیاممتن
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HTTPقالب درخواست 

آزمون نفوذ

:استبخشچندینحاویدرخواستخط

HTTP MethodمثالبرایGETوPOST

سندآدرس

HTTPنگارش

:ازعبارنتدسرآیندهااینترینمهمکهکرداضافهدرخواستبهتوانمیگوناگونیسرآیندهای

Cooki

Host

User-Agent

Referrer
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HTTPقالب پاسخ 

آزمون نفوذ 9



HTTPقالب پاسخ 

آزمون نفوذ 10



HTTPقالب پاسخ 

آزمون نفوذ 11



نمونه ای از سرآیند درخواست و پاسخ

آزمون نفوذ 12



ارسال یک درخواست ساده

آزمون نفوذ

nc.exe www.google.com 80 <req.txt> res.html

سرورباارتباطبرایcurlازاستفاده

http://curl.haxx.se/download.html

Curl http://www.google.com
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های وباجزای دخیل در امنیت برنامه

آزمون نفوذ 14



آسیب پذیری در سرویس دهنده های وب

آزمون نفوذ

:نظیردارندمختلفیهایپذیریآسیبکاربردیهایبرنامهدیگرشبیهنیزسرورهاوب

Buffer overflow

Format String

Directory Traversal

Memory leak

DOS

…

:کشفبرای

Whisker, N-stealth GFI Language, Nessus, ….
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آسیب پذیری در نرم افزارهای تحت وب

آزمون نفوذ

OWASP

Open Web Application Security Project

.میکنندکارکاربردیافزارنرمامنیتحوزهدرکهدانشگاهیوتحقیقاتیموسساتها،شرکتایمجموعه

Guideومستندات line

استاندارد

امنیتیابزارهای

https://www.owasp.org
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(OWASP TOP 10بر اساس )آسیب پذیری ها 

آزمون نفوذ 17



A1. Injection

آزمون نفوذ 18

• Tricking an application into including unintended commands in the data 
sent to an interpreter

Injection means…

• Take strings and interpret them as commands

• SQL, OS Shell, LDAP, XPath, Hibernate, etc…

Interpreters…

• Many applications still susceptible (really don’t know why)

• Even though it’s usually very simple to avoid

SQL injection is still quite common

• Usually severe. Entire database can usually be read or modified

• May also allow full database schema, or account access, or even OS 
level access

Typical Impact
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DB Table 





HTTP 

response 





"SELECT * FROM 

accounts WHERE 

acct=‘’ OR 1=1--

’"

1. Application presents a form to 

the attacker

2. Attacker sends an attack in 

the form data

3. Application forwards attack to 

the database in a SQL query

Account Summary

Acct:5424-6066-2134-4334

Acct:4128-7574-3921-0192

Acct:5424-9383-2039-4029

Acct:4128-0004-1234-0293

4. Database runs query 

containing attack and sends 

encrypted results back to 

application

5. Application decrypts data as 

normal and sends results to the 

user

Account: 

SKU: 

Account: 

SKU: 



SQL Injection 

آزمون نفوذ

:بیشترجزئیات

:برنامهکد

$user=$_POST[“user”];

$pass=$_POST[“pass”];

$query=“selsct * from isers where username=‘”.$user.”’ AND password=‘”.$pass.”’”;

$result=mysql_query($query);
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SQL Injection 

آزمون نفوذ

userفیلددرکاربرورودی

Admin’;--

‘OR ‘1’=‘1

:شدهساختهSQLدستور

Select * from user where username=‘admin’;-- and password=“;

Select * from user where username=‘ ‘OR ‘1’=‘1’ and password=“;
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SQL Injection 

آزمون نفوذ

شود؟میایجادپذیریآسیبچرا

کاربرسمتازورودیدادهکنترلعدم

دارد؟اثریچه

SQL)هدفEngineدردستوراجرای DBMS)

خواندن

تغییر

عاملسیستمبهدسترسی

میگیرد؟قراراستفادهسوءموردچگونه

مهاجمسمتازمشخصفرمتباSQLدستوراتحاویورودیارسالبا

DBMSنوعاساسبرمتفاوت

Access, Mysql, SQL server, Oracel
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SQL Injection 

آزمون نفوذ

دهیم؟تشخیصراپذیریآسیبوجودچکونه

نتیجهاساسبرگیریتصمیموخاصکاراکترهایارسال

Errorدریافتیهای

زمانیتاخیر

remote)دستورشدناجرادهندهنشاناثراتسایر ping)
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SQL Injection 

آزمون نفوذ

کنیم؟جلوگیرییاببریمبینازراپذیریآسیبچگونه

ورودیدادهسنجیاعتبار

White-list

Black-list

Variable binding

Storedازاستفاده Procedureها

محدودکاربرباDBMSبهAppدسترسی

بازگشتیخطاهاینمایشعدم
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منابع برای مطالعه بیشتر 

آزمون نفوذ

SQL Injection Attacks and Defense

Justin clarke

SYNGRESS

OWASP Cheatsheet

Search for oracle sql injection cheatsheet

…

Guide lines from microsoft, oracle, …
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testfire.net/bank/login.aspxنمونه 

آزمون نفوذ 26



A2 – Cross-Site Scripting (XSS)

آزمون نفوذ 27

• Raw data from attacker is sent to an innocent user’s browser

Occurs any time…

• Stored in database

• Reflected from web input (form field, hidden field, URL, etc…)

• Sent directly into rich JavaScript client

Raw data…

• Try this in your browser – javascript:alert(document.cookie)

Virtually every web application has this problem

• Steal user’s session, steal sensitive data, rewrite web page, redirect user 
to phishing or malware site

• Most Severe: Install XSS proxy which allows attacker to observe and direct 
all user’s behavior on vulnerable site and force user to other sites

Typical Impact



Cross-Site Scripting

Application with 

stored XSS 

vulnerability

3

2

Attacker sets the trap – update my profile

Attacker enters a 

malicious script into a 

web page that stores 

the data on the server

1

Victim views page – sees attacker profile

Script silently sends attacker Victim’s session cookie

Script runs inside 

victim’s browser with 

full access to the DOM 

and cookies
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Cross-Site Scripting

آزمون نفوذ

Session Hijacking

document.cookieمتود

روشهاسایر

Sniffing
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Cross-Site Scripting

آزمون نفوذ

میشود؟ایجادپذیریآسیبچرا

(اصلیدلیل)وبصفحاتدرشدهدادهنمایشمتغییرهایکنترلعدم

ورودیکنترلعدم

دارد؟اثریچه

Session hijacking

mail)کاربرطرفازنامعتبراطلاعاتارسال forwarder)

RedirectسمتبهMalware
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Cross-Site Scripting

آزمون نفوذ

دهیم؟تشخیصچگونه

جاوااسکریپتکدورودی

<script>alert</script>

شود؟میاجرامرورگررویبرکدآیا

(داردوجودOWASPسایتدر)شودتستبایستمیهاحالتانواع
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Cross-Site Scripting

آزمون نفوذ

ببریم؟بینازراپذیریآسیبچگونه

نمایشهنگامدرشده،سیستمواردکاربرتوسطکههاییدادهفیلتر

ورودیدادهفیلتر

نویسانبرنامهبرایدسترسدرهایکتایخانه

OWASPکتابخانه ESPI(برای.NET،PHP،،جاواC/C++)

OWASP AntiSamy(برای.NETجاواو)

Jsoup(یاجاوابرایjsp)

HTMLPurifier(برایPHP)

HTTP Only Cookies
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در بخش های مختلفESPIنحوه استفاده از 

آزمون نفوذ 33

HTML Style Property Values
(e.g., .pdiv a:hover {color: red; text-

decoration: underline} )

JavaScript Data
(e.g., <script> some javascript </script> )

HTML Attribute Values
(e.g., <input name='person' type='TEXT' 

value='defaultValue'> )

HTML Element Content
(e.g., <div> some text to display </div> )

URI Attribute Values
(e.g., <a href="javascript:toggle('lesson')" )

#4: All non-alphanumeric < 256  \HH

ESAPI: encodeForCSS()

#3: All non-alphanumeric < 256  \xHH

ESAPI: encodeForJavaScript()

#1:  ( &, <, >, " )  &entity;   ( ', / )  &#xHH;

ESAPI: encodeForHTML()

#2: All non-alphanumeric < 256  &#xHH

ESAPI: encodeForHTMLAttribute()

#5: All non-alphanumeric < 256 %HH

ESAPI: encodeForURL()



Cross-Site Scripting

آزمون نفوذ

بیشترمطالعه

http://www.owasp.org/index.php/cross-site_scripting

Owasp cheat sheet

http://ha.ckers.org/xss.html
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A3 – Broken Authentication and Session Management

آزمون نفوذ 35

• Means credentials have to go with every request

• Should use SSL for everything requiring authentication

HTTP is a “stateless” protocol

• SESSION ID used to track state since HTTP doesn’t

• and it is just as good as credentials to an attacker

• SESSION ID is typically exposed on the network, in browser, in logs, …

Session management flaws

• Change my password, remember my password, forgot my password, 
secret question, logout, email address, etc…

Beware the side-doors

• User accounts compromised or user sessions hijacked

Typical Impact



Broken Authentication

آزمون نفوذ 36

Custom Code
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3 User clicks on a link to 

http://www.hacker.com in a forum

www.boi.com?JSESSIONID=9FA1DB9EA...

4

Hacker checks referer logs on 

www.hacker.com

and finds user’s JSESSIONID
5 Hacker uses JSESSIONID 

and takes over victim’s 

account

2Site uses URL rewriting

(i.e., put session in URL)

http://www.hacker.com/
http://www.hacker.com/


A3 – Avoiding Broken Authentication and Session 

Management

آزمون نفوذ

• Verify your architecture

• Authentication should be simple, centralized, and standardized

• Use the standard session id provided by your container

• Be sure SSL protects both credentials and session id at all times

• Verify the implementation

• Forget automated analysis approaches

• Check your SSL certificate

• Examine all the authentication-related functions

• Verify that logoff actually destroys the session

• Use OWASP’s WebScarab to test the implementation
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A4 – Insecure Direct Object References

آزمون نفوذ 38

• This is part of enforcing proper “Authorization”, along with 
A7 – Failure to Restrict URL Access

How do you protect access to your data?

• Only listing the ‘authorized’ objects for the current user, or

• Hiding the object references in hidden fields

• … and then not enforcing these restrictions on the server side

• This is called presentation layer access control, and doesn’t work

• Attacker simply tampers with parameter value

A common mistake …

• Users are able to access unauthorized files or data

Typical Impact



Insecure Direct Object References Illustrated

آزمون نفوذ 39

https://www.onlinebank.com/user?acct=

6065

• Attacker notices his 

acct parameter is 6065

?acct=6065

• He modifies it to a 

nearby number

?acct=6066

• Attacker views the 

victim’s account 

information



A4 – Avoiding Insecure Direct Object References

آزمون نفوذ

• Eliminate the direct object reference
• Replace them with a temporary mapping value (e.g. 1, 2, 3)

• ESAPI provides support for numeric & random mappings

• IntegerAccessReferenceMap & RandomAccessReferenceMap

• Validate the direct object reference
• Verify the parameter value is properly formatted

• Verify the user is allowed to access the target object

• Query constraints work great!

• Verify the requested mode of access is allowed to the target object 
(e.g., read, write, delete)

40



A5 – Cross Site Request Forgery (CSRF)

آزمون نفوذ 41

• An attack where the victim’s browser is tricked into issuing a command to 
a vulnerable web application

• Vulnerability is caused by browsers automatically including user 
authentication data (session ID, IP address, Windows domain 
credentials, …) with each request

Cross Site Request Forgery

• What if a hacker could steer your mouse and get you to click on links in 
your online banking application?

• What could they make you do?

Imagine…

• Initiate transactions (transfer funds, logout user, close account)

• Access sensitive data

• Change account details

Typical Impact



CSRF Vulnerability Pattern

آزمون نفوذ 42

• The Problem
• Web browsers automatically include most credentials with each 

request

• Even for requests caused by a form, script, or image on another site

• All sites relying solely on automatic 
credentials are vulnerable!
• (almost all sites are this way)

• Automatically Provided Credentials
• Session cookie

• Basic authentication header

• IP address

• Client side SSL certificates

• Windows domain authentication



سناریوی نمونه

آزمون نفوذ 43

3

2

Attacker sets the trap on some website on the internet

(or simply via an e-mail)1

While logged into vulnerable site,

victim views attacker site

Vulnerable site sees 

legitimate request 

from victim and 

performs the action 

requested

<img> tag loaded by 

browser – sends GET 

request (including 

credentials) to 

vulnerable site
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A5 – Avoiding CSRF Flaws

آزمون نفوذ

• Add a secret, not automatically submitted, token to ALL sensitive requests
• This makes it impossible for the attacker to spoof the request

• (unless there’s an XSS hole in your application)
• Tokens should be cryptographically strong or random

• Options
• Store a single token in the session and add it to all forms and links

• Hidden Field: <input name="token" value="687965fdfaew87agrde" 
type="hidden"/>

• Single use URL: /accounts/687965fdfaew87agrde

• Form Token: /accounts?auth=687965fdfaew87agrde…
• Beware exposing the token in a referer header

• Hidden fields are recommended
• Can have a unique token for each function

• Use a hash of function name, session id, and a secret
• Can require secondary authentication for sensitive functions (e.g., eTrade)

• Don’t allow attackers to store attacks on your site
• Properly encode all input on the way out
• This renders all links/requests inert in most interpreters

See the new:  www.owasp.org/index.php/CSRF_Prevention_Cheat_Sheet for more details
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A6 – Security Misconfiguration

آزمون نفوذ 45

• All through the network and platform

• Don’t forget the development environment

Web applications rely on a secure foundation

• Think of all the places your source code goes

• Security should not require secret source code

Is your source code a secret?

• All credentials should change in production

CM must extend to all parts of the application

• Install backdoor through missing network or server patch

• XSS flaw exploits due to missing application framework patches

• Unauthorized access to default accounts, application functionality or data, 
or unused but accessible functionality due to poor server configuration

Typical Impact



Hardened OS
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App Server
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Security Misconfiguration
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A6 – Avoiding Security Misconfiguration

آزمون نفوذ

• Verify your system’s configuration management

• Secure configuration “hardening” guideline

• Automation is REALLY USEFUL here

• Must cover entire platform and application

• Keep up with patches for ALL components

• This includes software libraries, not just OS and Server applications

• Analyze security effects of changes

• Can you “dump” the application configuration

• Build reporting into your process

• If you can’t verify it, it isn’t secure

• Verify the implementation

• Scanning finds generic configuration and missing patch problems
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ابزارهای تست

آزمون نفوذ

تجاری

Accunetix

Web inspect

بازمتن

Skipfish

ZAP Proxy
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HP WebInspect: ابزارها

آزمون نفوذ 49


