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Qoops, your files have been encrypted! Chinese (simpified v
Ooops, your files have been encrypted! Englsh

(What Happened to My Computer? ﬁgﬂ EEEE I'ZB T H‘é.\ I’EJE 9 ;i plified]
ey afyou documentphoto, videos, databases and the les re noonger (O LERXEBRMERT T - i
accessible because they have been encrypted. Maybe you are busy looking for a way to BEH - EH - X - ESE B WIS - exeXEF - JLF

recover your files, but do not waste your time. Nobody can recover your files without 57 &R I AR [ﬂﬂcﬁcﬂ‘: BIF - Danish

our dec: jon service.
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not so enough time. . N

You can decrypt some of your files for free. Try now by clicking <Decrypt>. BEAEREXE L ? Greek

Butif you want to decrypt al your files, you need to pay. At N g - ' 1.y ) Ind

You only have 3 days to submit the payment. After that the price will be doubled. AR AIRE AT E - REBEIS RIS T RERE - B

Also, if you don't pay in 7 days, you won't be able to recover your files forever. B i oo o Sl A N
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Payment is accepted in Bitcoin only. For more information, click <About bitcoin>. 3 IRAY - Polish

52012017 00:47:55

Time Left [Please check the current price of Bitcoin and buy some bitcoins. For more information, Portuguese
ime Lot click <How to buy bitcoins>. HEERE I SETHRSER Romanian
| And send the correct amount to the address specified in this window. = N R
n ick <Check Payment>. Best time to check: 9:00am - 11:00am . CEEREN AN LUIEE AT 0 S Vj?EE’]ﬂH' LRTRE J‘Ei&fsmﬂi"
2 THRRF o Spanish

Send $300 worth of bitcoin to this address: EIFIEZATHER S T=F8HRS8E - ?w:dwih
= urkis
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.der, .pfx, .key, .crt, .csr, .p12, .pem, .odt, .ott, .sxw, .stw, .uot, .3ds, .max, .3dm,
.ods, .ots, .sxc, .stc, .dif, .slk, .wb2, .odp, .otp, .sxd, .std, .uop, .odg, .otg, .sxm,
.mml, .lay, .lay6, .asc, .sqlite3, .sqlitedb, .sql, .accdb, .mdb, .dbf, .odb, .frm, .myd,
.myi, .ibd, .mdf, .Idf, .sIn, .suo, .cpp, .pas, .asm, .cmd, .bat, .ps1, .vbs, .dip, .dch,
.sch, .brd, .jsp, .php, .asp, .java, .jar, .class, .mp3, .wav, .swf, .fla, .wmv, .mpg, .vob,
.mpeg, .asf, .avi, .mov, .mp4, .3gp, .mkv, .392, .flv, .wma, .mid, .m3u, .m4u, .djvu,
.svg, .psd, .nef, .tiff, .tif, .cgm, .raw, .gif, .png, .bmp, .jpg, .jpeg, .vcd, .iso, .backup,
.Zip, .rar, .tgz, .tar, .bak, .tbk, .bz2, .PAQ, .ARC, .aes, .gpg, .vmx, .vmdk, .vdi, .sldm,
.sldx, .sti, .sxi, .602, .hwp, .snt, .onetoc2, .dwg, .pdf, .wk1, .wks, .123, .rtf, .csv, .txt,
.vsdx, .vsd, .edb, .eml, .msg, .ost, .pst, .potm, .potx, .ppam, .ppsx, .ppsm, .pps, .pot,
.pptm, .pptx, .ppt, .xltm, .xltx, .xlc, .xIm, .xIt, .xlw, .xIsb, .xIsm, .xIsx, .xls, .dotx,

.dotm, .dot, .docm, .docb, .docx, .doc
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http://www.catalog.update.microsoft.com/Search.aspx?q=KB4012598

(& '0 @ www.catalog.update.microsoft.com/Search.aspx?q=KB40
tes: T - T3 of T3 {page Tot 1)

Title Preducts Classification | Last Updated Version | Size
Security Update for Windows 8 (KB4012598) Windows & lS.IE;;:;;tefr 5/13/2017 n/a 872 KB
Security Update for Windows XP SP3 (K84012508) Windows X2 a;c:;;te’ 5/13/2017 nia 665 KB
Security Update for Windows Vista (K84012508) Windows Vista ai‘:;;te’ /12/2017 nia 1.2 MB
Security Update for Windows Server 2008 (KB4D12598) Windows Server 2008 31‘:;;: /12/2017 n/a 1.2 MB
pdate for Windows Server 2003 for x64-bas i 3 wer Vindow: 3, T curity
Update for Windows Sel )3 for x64-b. Windows Server 2003 Windows Server 2003, Datacenter Security /13/2017 n/a 951 KB
Editicn Updates
Security Update for Windaows 8 fi -based Systems (KB4012598) Windows & a;c:;:‘;’r 5/13/2017 n/a 984 KB
Security Update for Windows XP SP3 for XPe (KBAD12598) Windows XP Embedded a;‘:;;te’ 5/13/2017 nfa  G65KB
i s Server Vindow: 3, c curity
Security Update for Windows Server 2003 (KB4012598) Windows Server 2003 Windows Server 2003, Datacenter  Security 5/13/2017 n/a 682 KB
Edition Updates
R N - D DA Fe A e e o . . Security VT
Security Update for Windows XP 5P2 for x64-based Systems (KB4012598) Windows XP x64 Edition Updates 5/13/2017 n/a 951 KB
Security Update for Windows Vista for x64-based Systems (KB4012598) Windows Vista LS.IEF;:;;Z' 3/12/2017 nfa 13 MB
ndate for Windows Server 2008 far -based Systems curity
Update for Windovws Server 2008 for [tanium-based Systems Windows Server 2008 a;‘:;;tefr 3/12/2017 n/a 12 MB
Sec date for Windows Server 2008 for x64-bas X Security 1A R
(KB4012598) Windows Server 2008 Updates 3/12/2017 n/a 1.3 MB
[P - P T T E T Security . -
Security Update for WESO9 and POSReady 2009 (KB4012598) Windows XP Embedded Updates 3/12/2017 n/a 665 KB
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Set-ltemProperty -Path
"HKLM:\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters" SMB1 -
Type DWORD -Value 0 -Force

SMB 5,0 5, SMBV3 4 SMBV2 105 Jlai i ol ®

Set-ltemProperty -Path
"HKLM:\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters" SMB2 -
Type DWORD -Value 0 -Force

SMB 5,05 (55, SMBVL 3,5 Jbsé o1, @

Set-ltemProperty -Path
"HKLM:\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters" SMB1 -
Type DWORD -Value 1 -Force

SMB 5, 5, SMBV3 3 SMBV2 105 Jlss &l ®

Set-ltemProperty -Path
"HKLM:\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters" SMB2 -
Type DWORD -Value 1 -Force
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Get-SmbServerConfiguration | Select EnableSMB1Protocol, EnableSMB2Protocol
SMB 5,0 59, SMBVL (15,5 Jlad,e ol @
Set-SmbServerConfiguration -EnableSMB1Protocol Sfalse
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Set-SmbServerConfiguration -EnableSMB2Protocol Sfalse
SMB 5,5 55, SMBV1 1,5 Jbs o,y @

Set-SmbServerConfiguration -EnableSMB1Protocol Strue
SMB 5,0 59, SMBV3 §SMBV2 o5 Jlaé gl @

Set-SmbServerConfiguration -EnableSMB2Protocol Strue
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